Abstract
INTRODUCTION
In world of internet, Cryptography play a main character. They can be divided into two portion i.e. Asymmetric and Symmetric key algorithms. In Symmetric Key Cryptography algorithm, here is single key that is common between sender and receiver to encrypt/decrypt data. Symmetric key algorithm is of two kinds: block ciphers and stream ciphers. Now Block ciphers are by means of on collection of blocks, for example AES (Advanced Encryption Standard), DES (Data Encryption Standard) and Blowfish. Stream ciphers are using on single bit at a time, for example RC4.In Asymmetric key algorithm here is two dissimilar key for encryption and decryption, one is public key that is used for encryption while another is secret key which is used for decryption, for example RSA algorithm. Public key is known to public and private key is only known to user. Due to large computational processing power, asymmetric key algorithm is 1000 times slower than symmetric key algorithm.
1.1 Symmetric key Algorithm 1.1.1 DES:-Data Encryption Standard (DES)was the first encryption standard to be developed by National Institute of Standards and Technology(NIST). Data Encryption Standard is a block cipher symmetric key algorithm standard that uses the same key to encrypt/decrypt the data.Basically DES uses one 64 bits key with 64 bits block, out of 64 bits key,56 bits are used to determine the the exact cryptography transformation and remaining 8 bits are used for error detection. In DES there is total 16 round to perform their operations, the main action in each round is variation and replacement. The result of DES encryption is 64 bit cipher text. Decryption in DES is similar as encryption, first the keys are applied in opposite order. The simulation shows that the proposed video encryption algorithm consumes low computation resource while achieves high scalability and confidentiality, which is in compliance with the design goal of video streaming over wireless applications. The proposed algorithm is a Compression-Logic based video encryption algorithm. Instead of randomly permuting 8×8 coefficients of a single DCT block, the random permutation is applied to a number of permutation groups. Each permutation group contains the DCT coefficients of the same frequency (index of 8×8 DCT matrix) from every single block of a frame, regardless of I, P or B frame. This paper, proposed a computationally efficient, yet secure video encryption scheme. It uses RC5 for encryption of the DCT coefficients and ECC for small key sized generation .The proposed scheme is very fast, possesses good security and adds less overhead on the codec. It slightly decreases the compression rate of the video, which is negotiable for higher security. In fu-ture it would be to reduce the encrypted video size by modifying the default Huffman tables and hence come up with an ideal video encryption algorithm which takes less encryption time and causes no overhead on video size. It can also be extended to videos like MPEG-4, H.261, and H.264 etc.
[Umaparvathi, M., et. al. 2012] presented a methodology to compare the performance of various symmetric key algorithms based on some performance analysis like encryption/decryption time and throughput. The different algorithms have been implemented in Java and the experiment has been passed out using a laptop, with 2.00 GHz Intel Pentium core -2 Duo processor. Future work for this paper is the percentage of battery power consumed by the various encryption algorithms based on the CPU clock cycles.
[Goyal, S., 2012] presented a summary of cryptography, where it is applied and its usage in various forms. It has emerged as a secure means for transmission of information. It mainly helps in curbing intrusion from third party. It provides data confidentiality, integrity, electronic signatures, and advanced user authentication. The methods of cryptography use mathematics for securing the data. In this paper the areas of applicability of cryptography and its variants have been explained. The amount of distinction among all the variants of cryptography is less because the entit y in all the algorithms is information that needs to be secured. In this research paper the applicability of cryptography in data security has been studied and summarized. Also the various cryptographic techniques have been observed and their specific areas of applicability have been found out and a summarized table has been developed.
[Pavithra, S., et. al. 2012] presented a study and performance analysis of cryptography algorithms. In this study is made for the cryptography algorithms, particularly algorithms are compared and performance is evaluated. In this paper various cryptographic algorithms and majorly deals the encryption and decryption process for protecting the text files and images using some of the cryptographic algorithms are studied. The presented simulation results of audio files show the points. It was concluded that Blowfish has better performance than AES in terms of Average time.
[Mandal, P., et. al. 2012] proposed a simulation on java and finds that the performance evaluation of selected symmetric algorithms (AES, DES, 3DES, BLOWFISH). The simulation have been carried out by using Pentium IV of 2.4 GHz CPU speed with 4 GB RAM. In this experiment the text files sizes variety from 50 KB to 22300 KB. From the presented simulation it has been concluded that Blowfish has better performance than other algorithms.
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III. RESULT AND DISSCUSSION
After studying various research article, We perform analysis and found results based on encryption/decryption and throughput of block cipher algorithm and gives their priority in the form of 1,2 and 3. This result will help researchers to select algorithm according to nature of data for cryptography, which is shown in Table 1I TABLE II OVERALL ANALYSIS
IV. CONCLUSION
We all need security in this digital world, cryptography is prime requirement for us. In this article, we try to simulate various research journal and presents my results in Table II . We hope that this result will help researchers and academician to select algorithm based on their need to secure the system.
